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SECTION 1:
INTRODUCTION TO CCPA

Understanding the California Consumer Privacy Act in Simple Terms

WHAT IS THE CCPA?

he California Consumer Privacy Act (CCPA) is a data privacy law that gives
California residents more control over how their personal information is
collected, used, shared, and sold by businesses.

It was enacted in June 2018 and became enforceable on July 1, 2020. It represents

the first major U.S. privacy legislation, designed to mirror global trends like the
European GDPR.
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PURPOSE OF THE LAW

The CCPA was introduced to:
e Protect consumer data in an era of massive data collection
e Create transparency in how businesses handle personal information
o Empower consumers to opt out of data sales

o Hold companies accountable for data misuse

WHO MUST COMPLY?

A for-profit business must comply if it meets any one of the following criteria and
operates in California or collects data from California residents:

1. Annual gross revenue exceeds $25 million, or

2. Buys, receives, shares, or sells the personal information of 50,000 or more
consumers/households/devices annually, or

3. Derives 50% or more of annual revenue from selling personal information

Note: Nonprofit organizations and small businesses not meeting these thresholds are
generally exempt.

KEY TERMS (SIMPLIFIED)

Term Meaning

Consumer A California resident (includes employees & households)

Business A for-profit entity that meets any of the 3 criteria above

Personal Any data that identifies or can be linked to a person - e.g.,

Information (PI) name, email, IP address, phone number

Sale of PI Broadly defined — includes sharing data with another party
for monetary or other value

Service Provider A third party that processes Pl on behalf of a business under

strict contract terms

SkillWeed .




UNDERSTANDING THE CALIFORNIA CONSUMER PRIVACY ACT

WHY SHOULD YOU CARE?
« Fines of up to $7,500 per intentional violation
o Class-action lawsuits allowed for certain breaches
e Public trust and reputation are at stake

o Other states are following California’s lead (Virginia, Colorado, etc.)

IN ONE SENTENCE:

The CCPA is California’s way of putting the power back into the hands of
consumers, giving them the right to know, control, and protect their personal data —
and requiring businesses to treat privacy like a core responsibility.
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SECTION 2:
HISTORY & EVOLUTION
OF THE CCPA

How a Grassroots Movement Changed U.S. Privacy Law

THE SPARK BEHIND THE CCPA

n early 2018, public outrage over data misuse — including scandals like the

Facebook-Cambridge Analytica breach — pushed privacy into the spotlight.

California voters rallied behind a ballot initiative that would give consumers the
right to control their personal data.

To prevent a costly and rigid ballot measure from going to vote, California lawmakers
quickly negotiated and passed the CCPA — in just seven days, making it the fastest
major legislation in California history.
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KEY MILESTONES IN THE CCPA TIMELINE

Year Milestone

2018 CCPA signed into law (June 28) by Gov. Jerry Brown

2019 Amendments passed to clarify and adjust enforcement scope

2020 CCPA goes into effect on January 1; enforcement begins July 1

2020 (Nov) California voters pass Proposition 24, creating the California Privacy

Rights Act (CPRA)

Creation of California Privacy Protection Agency (CPPA) to enforce
and interpret privacy laws

CPRA becomes fully enforceable — updating and expanding CCPA
rights and responsibilities

2021

2023

WHAT DID THE CPRA ADD?

The CPRA (often called "CCPA 2.0") amended the CCPA, introducing stronger
protections and deeper responsibilities. Here's what changed:

CCPA (Original) CPRA (Enhanced)

Right to Know, Delete, Added Right to Correct inaccurate data

Opt-Out

“Sell” of data covered Added “Share” for cross-context behavioral advertising
Introduced Sensitive Personal Information category
(e.g., health, race, SSN)

Created California Privacy Protection Agency (CPPA)
for enforcement

General Pl rights

No standalone agency

Optional Risk Required Privacy Risk Assessments for high-risk
Assessment processing

A U.S. TRENDSETTER
The CCPA sparked a domino effect:

e Inspired Virginia (VCDPA), Colorado (CPA), Connecticut, Utah, and other
states to create similar laws

e Pushed the U.S. Congress to explore federal privacy legislation

e Became a U.S. benchmark for companies already complying with GDPR in the
EU
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THE BIG PICTURE

The CCPA wasn’t born in a vacuum — it was the first major U.S. privacy law to align
with global standards like the GDPR and respond directly to growing concerns
around:

« Big Tech power
e Data commoditization
e Consumer surveillance

It is now the foundation of U.S. privacy regulation, influencing nearly every business
operating in or collecting data from California residents.
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SECTION 3:
CONSUMER RIGHTS
UNDER THE CCPA

Know Your Rights as a California Resident

he heart of the CCPA is about empowering individuals. It grants California
residents specific rights over their personal information, and requires

businesses to honor and enable those rights transparently and efficiently.

1. RIGHT TO KNOW

You have the right to request that a business disclose:

« The categories and specific pieces of personal information it has collected
about you

e Where it was collected from
e The purpose for collecting or selling it
e The categories of third parties it was shared or sold with

+ Example: You can ask an online retailer what data they've collected about you in
the past 12 months.
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2, RIGHT TO DELETE

You can request deletion of your personal information held by a business (and its
service providers), with some exceptions:

o For security purposes
e To comply with legal obligations
e To complete a transaction you initiated

= Example: You close your food delivery account and request full data deletion.

3. RIGHT TO OPT-OUT OF SALE OR SHARING

You have the right to direct a business to stop selling or sharing your personal data,
including sharing it for cross-site advertising.

e Businesses must provide a “Do Not Sell or Share My Personal Information”
link or button

e Applies to consumers 16 and older (under 16 requires opt-in)

+ Example: You click the "Do Not Sell My Info" button on a brand’s website to block
ad tracking.

4. RIGHT TO NON-DISCRIMINATION

Businesses cannot deny services, charge different prices, or offer lower quality
because you exercised your privacy rights.

However, they can offer financial incentives (like discounts) in exchange for personal
information, as long as:

e It's disclosed clearly
e The consumer can optin or out at any time

+ Example: A loyalty program that gives discounts for joining with your email is OK
if it's voluntary.
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5. RIGHT TO CORRECT (ADDED BY CPRA)
Consumers can request that inaccurate personal information be corrected.

= Example: You ask a streaming platform to correct your birthdate or home address.

6. RIGHT TO LIMIT USE OF SENSITIVE PERSONAL
INFORMATION

Under CPRA, consumers can limit how businesses use Sensitive Pl, which includes:
e Social Security numbers
« Financial data
e Race/ethnicity
e Health info
e Precise geolocation

You can direct businesses to only use it for essential functions (like account security
or fraud detection).

> Example: You tell a financial app not to use your income details for marketing
purposes.

HOW DO CONSUMERS EXERCISE THESE RIGHTS?
e Submit a verifiable consumer request (VCR) via:
o Website form
o Toll-free phone number
o Email or app settings
e Businesses must respond within 45 days (extendable to 90 days)

e Requests are limited to 2 times per year per consumer
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SUMMARY TABLE
Right to Know Ask what personal data is collected and shared
Right to Delete Request deletion of your data
Right to Opt-Out Stop your data from being sold or shared
Right to Non-Discrimination You can’t be penalized for using your rights
Right to Correct Fix incorrect personal info
Right to Limit SPI Control use of sensitive data
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SECTION 4:
BUSINESS REQUIREMENTS
UNDER THE CCPA

What Businesses Must Do to Stay Compliant

businesses that collect, use, or share personal information (Pl) of California
residents. These requirements are not optional—failure to comply can lead to
penalties, lawsuits, and reputational damage.

The CCPA (and its update via CPRA) imposes clear responsibilities on
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1. PROVIDE TRANSPARENT NOTICES

Businesses must inform consumers at or before the point of data collection:
« What personal information is being collected
e The purposes for which it will be used
e  Whether it will be sold or shared

® This is typically done via a Privacy Policy or Notice at Collection on the website
or app.

2. INCLUDE OPT-OUT OPTIONS

Businesses that “sell” or “share” data must:
e Provide a clear “Do Not Sell or Share My Personal Information” link
e Honor Global Privacy Control (GPC) signals from browsers
e Allow consumers to opt out of cross-context behavioral advertising

@ CPRA expanded this to include “sharing” data for personalized ads.

3. RESPOND TO CONSUMER REQUESTS (DSARS)
Businesses must have a process to receive and respond to:
« Rightto know
e Rightto delete
« Right to correct
e Right to opt-out
« Rightto limit SPl use
. Response deadlines:
e Within 45 days of receiving a request

e May extend another 45 days with proper notice
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4. HONOR THE PRINCIPLES OF DATA MINIMIZATION &
PURPOSE LIMITATION

Under CPRA, businesses should:
e Only collect data needed for the stated purpose
o Not use data for additional purposes without new notice or consent

. This prevents “function creep” (using collected data for hidden or secondary
purposes).

5. MAINTAIN PROPER CONTRACTS WITH VENDORS
Any business sharing consumer data must define partner roles:

Partner Type Description ‘
Service Provider Processes Pl only on your behalf, with contract restrictions
Contractor Similar to Service Provider, with added obligations under CPRA
Third Party Independent data recipient—subject to consumer opt-out rights

Contracts must contain specific clauses:
o Limit use of PI to specified purposes
e Require PI protection and compliance

o Allow audits or certification checks

6. KEEP RECORDS & BE AUDIT-READY

Although the CCPA doesn't require formal documentation like GDPR, best practices
include:

e Maintaining a data inventory (what data, where, who, why, how long)
e Logging DSARs and responses
« Documenting training on privacy practices

e Tracking opt-out and opt-in decisions
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Il Businesses handling sensitive Pl or large volumes of data may need annual
privacy assessments (required under CPRA for “significant risk” processing).

7. PROTECT DATA WITH “REASONABLE SECURITY”

The CCPA doesn't define exact security standards, but it expects businesses to:
e Implement technical and organizational safeguards to protect data
e Monitor and reduce risk of data breaches

. “Reasonable security” often means following frameworks like NIST CSF, ISO
27001, or CIS Controls.

QUICK COMPLIANCE CHECKLIST

Privacy Policy updated for CCPA/CPRA /]
Opt-out mechanisms implemented /]
DSAR process and training in place /[ ]
Vendor contracts reviewed for compliance /]
Data inventory completed /[ ]
Security measures documented /]
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SECTION 5:
BEST PRACTICES FOR CCPA
COMPLIANCE

Smart Moves to Stay Ahead and Stay Compliant

opportunity to build trust, transparency, and long-term loyalty. These best
practices will help your organization stay compliant while improving your
overall data handling processes.

The CCPA and CPRA go beyond just legal requirements—they are a business
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1. BUILD AND MAINTAIN A DATA INVENTORY

You can’t protect what you don’t know you have.
Create a living map of all personal information in your environment:
« What data you collect (e.g., names, IP addresses, email, behavior)
e Where it comes from (web, mobile, call center, third parties)
« Who you share it with (vendors, affiliates, ad networks)

« How long you keep it

O Pro Tip: Use spreadsheet templates or tools like OneTrust, TrustArc, or
= Excel to start.

2. UPDATE YOUR PRIVACY POLICY & NOTICES
Your privacy policy should:

e Clearly explain consumer rights

o List the categories of personal information collected

o State whether you sell/share data

e Include opt-out links and contact options

e Beupdated every 12 months

© Also add “Notice at Collection” at the point of data entry (e.g., sign-up forms).
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3. OPERATIONALIZE CONSUMER RIGHTS (DSAR HANDLING)
Design a simple, efficient Data Subject Access Request (DSAR) process:

e Intake forms on your website

« Verify identity before processing

o Log requests and responses

e Train at least one privacy contact internally

O Tip: Automate this process using privacy tools or Google Forms +
— CRM/workflow tools for small teams.

4. TRAIN EMPLOYEES REGULARLY

Train staff based on their roles:

Role Training Focus

Frontline (support/sales) How to recognize and route DSARs
Marketing Ad tracking, opt-out honor, cookie banners
IT/Security Data protection, encryption, access controls
Legal/Compliance Vendor management, risk assessment

Include CCPA in onboarding and annual refreshers. Use quizzes to verify
understanding.

5. STRENGTHEN VENDOR & THIRD-PARTY CONTRACTS

Review all contracts with third parties that process personal data. Ensure they
include:

e Limits on how vendors can use the data
e« CCPA-compliant terms (especially for Service Providers and Contractors)
e Right to audit or request certification of compliance

¢ Add clear labels: Are they a Third Party or Service Provider under CCPA?
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6. IMPLEMENT REASONABLE SECURITY MEASURES

Though CCPA doesn’t define exact security controls, adopt recognized frameworks
like:

e NIST Cybersecurity Framework (CSF)
o CIS Controls v8
« [SO 27001
Key controls include:
o Role-based access
e MFA (Multi-Factor Authentication)
« Regular vulnerability scans
e Encryption at rest and in transit
e Backup & recovery plans

{ Use breach simulations and tabletop exercises to stay ready.

7. CONDUCT PRIVACY ASSESSMENTS (IF APPLICABLE)

If your business engages in:
e Targeted advertising
e Large-scale processing
e Sensitive personal data use
Then perform Privacy Risk Assessments (as encouraged under CPRA):
o Evaluate impact of data processing
e Identify mitigation strategies

« Document decisions

SkillWeed




UNDERSTANDING THE CALIFORNIA CONSUMER PRIVACY ACT

8. TRACK KPIS TO MEASURE PROGRAM HEALTH

Metric Why It Matters
Time to respond to DSARs Regulatory compliance & customer satisfaction

Indicates consumer sensitivity or ad strategy

Number of opt-out requests .
Issues

Privacy training completion

Measures culture readiness
rate

Data breach incidents Key security performance indicator

SUMMARY: 7-STEP BEST PRACTICE FORMULA

1. © Know Your Data (Inventory)

2. = Update Your Policies

3. P Enable Consumer Rights (DSARs)

4. 98 Train the Team

o

% Manage Vendors

o

{ Protect the Data

7. Wl Track & Improve
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SECTION 6:
KEY SECURITY CONTROLS
UNDER THE CCPA

What "Reasonable Security" Really Means

WHY SECURITY MATTERS

While the CCPA focuses on privacy rights, it also includes a strong message about
data security. Under the law:

Businesses must implement and maintain reasonable security procedures and
practices to protect personal information from unauthorized access, theft, or
disclosure.

1. Failure to implement proper security controls may lead to:
e Class-action lawsuits after a data breach
« Statutory damages of $100-$750 per consumer per incident

e Reputational harm and regulatory scrutiny
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WHAT ARE “REASONABLE SECURITY PRACTICES”?

The CCPA doesn’t define this term in detail, but California courts and Attorney General
guidance suggest that reasonable = aligned with well-known frameworks like:

e NIST Cybersecurity Framework (CSF)
e CIS Controls (v8)
« ISO/IEC 27001

. These frameworks provide structure for protecting data at all stages: collection,
storage, access, and deletion.

TOP 10 SECURITY CONTROLS EVERY BUSINESS SHOULD
IMPLEMENT

Control Description

Ensure only authorized users can access personal
data (role-based access, least privilege).

2. Multi-Factor Add extra protection beyond passwords, especially
Authentication (MFA) for admin accounts.

Encrypt Pl at rest (e.g., in databases) and in transit
(e.g., during transmission).

Regularly back up data and test recovery processes.
Store backups securely.

Install antivirus, EDR tools, and firewall rules on all
employee devices.

6. Employee Security Teach staff how to spot phishing, protect

Training passwords, and report threats.

1. Access Control

3. Data Encryption
4. Secure Backups

5. Endpoint Protection

Regular scans to find and patch weaknesses in your
systems and applications.

Track data access and behavior to detect anomalies
and potential breaches.

Have a documented plan to detect, respond, and
recover from data breaches.

7. Vulnerability Scanning
8. Logging & Monitoring

9. Incident Response Plan

10. Secure Software Build privacy and security into the design of apps
Development (SDLC) and websites.
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MAP TO CCPA RISK AREAS
CCPA Requirement Suggested Control

Prevent data theft Encryption, access control, incident response
Respond to DSARs securely Identity verification, audit logging

Limit unnecessary data use Data minimization, secure deletion

Maintain SPI safeguards Extra controls for health, financial, geolocation data

QUICK READINESS CHECKLIST
=Done|| | =ToDo

Task Status

Role-based access controls implemented /]
MFA enabled for admin logins /]
Encryption enabled on all data stores /[ ]
Security awareness training completed /[ ]
Incident response plan tested /[ ]
Regular vulnerability scans scheduled /]

CASE EXAMPLE: SECURITY FAILURES = LEGAL
CONSEQUENCES

In 2020, a company exposed unsecured customer data online. It had no access
restrictions or encryption. After a breach, affected consumers sued under CCPA
— and the company faced millions in potential damages.

s® Lesson: Even unintentional exposure can trigger legal and financial
consequences under CCPA.

FINAL THOUGHT

"Privacy without security is like locking your front door but leaving your windows wide
open."

Investing in basic security controls not only keeps you compliant—it builds trust and
keeps your brand safe in a data-driven world.
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SECTION 7:
CCPA MAPPED TO
CYBERSECURITY FRAMEWORKS

Bridging Legal Compliance with Security Standards

WHY MAP CCPA TO FRAMEWORKS?

While the CCPA mandates privacy rights, it doesn’t provide technical detail on how
to implement security. That’s where cybersecurity frameworks come in.

Mapping CCPA to established frameworks (like NIST CSF, ISO 27001, and CIS
Controls) helps businesses:

e Meet the “reasonable security” standard
e Avoid data breaches
e Reuse existing security documentation for compliance

o Create alignment across privacy, legal, and IT/security teams

SkillWeed




UNDERSTANDING THE CALIFORNIA CONSUMER PRIVACY ACT

1. NIST CYBERSECURITY FRAMEWORK (NIST CSF) MAPPING

The NIST CSF is widely used to assess and improve cybersecurity programs. It
consists of 5 core functions: Identify, Protect, Detect, Respond, Recover.

NIST CSF Function CCPA Compliance Link ‘

Identify Inventory personal data, map flows, classify Pl & SPI
Protect Implement access control, encryption, and secure contracts
Detect Monitor for unauthorized access or breaches

Respond Establish and test incident response plan

Recover Restore affected systems and notify affected consumers

# Best Fit: Medium-to-large organizations needing maturity models, scalability, and
federal alignment.

2. I1SO/IEC 27001 & ISO/IEC 27701 MAPPING

o ISO/IEC 27001 is the global standard for information security management
systems (ISMS).

e ISO/IEC 27701 extends it for privacy (PIMS).

ISO Clause Related CCPA Activity

A.7.2.2 Privacy training for staff

AS8.2.1 Data classification (Pl vs SPI)

A94.1 User access management

A.18.1.4 Compliance with legal & regulatory privacy requirements
A.12.4.1 Logging and monitoring for breach detection

¥ Best Fit: Global organizations with GDPR, CCPA, and cross-border data flows.
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3. CIS CONTROLS V8 MAPPING (FORMERLY SANS TOP 20)

The CIS Critical Security Controls offer prioritized, prescriptive actions for securing

systems.
CIS Control CCPA-Relevant Application
Control 3: Data Protection Encrypt PI/SPI, enforce access restrictions
Control 4: Access Management Role-based access to personal data
Control 8: Audit Log Management Log access and monitor for misuse
Control 14: Security Awareness Train staff on data privacy & phishing
Control 17: Incident Response Build, test, and update IR plans regularly

¥ Best Fit: Small-to-mid-sized businesses seeking action-oriented technical
controls.

4. EXAMPLE CROSSWALK TABLE

CCPA Requirement NIST CSF ISO/IEC 27001 CiIsv8
Inventory Pl & SPI ID.AM-1 AS8.1.1 1.1
Access Controls PR.AC-1 A9.1.2 4.3
Breach Response RS.RP-1 A.16.1.5 17.1
Logging Access DE.CM-7 Al12.4.1 8.1
Privacy Training PR.AT-1 A7.2.2 14.1

Use this mapping to justify security spend, build privacy-by-design, and satisfy
auditors.

WHEN TO USE WHICH FRAMEWORK

Framework Best For

NIST CSE U.S.-based bu§|nesses, federal contractors, cross-
department alignment

ISO/IEC

270/01/27701 Global companies, mature security programs, GDPR + CCPA

CIS Controls v8 Small businesses, practical quick wins, limited budgets
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KEY TAKEAWAY

“Privacy is the why, and cybersecurity is the how.”

By mapping CCPA obligations to trusted cybersecurity frameworks, you don’t just
meet requirements—you create a resilient, future-proof organization.
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SECTION 8:
SAMPLE USE CASE - RETAIL &
E-COMMERCE COMPLIANCE

How a Real Business Applies CCPA Requirements

MEET “SHOPSMART” - A MID-SIZED ONLINE RETAILER

Business Profile:
o Operates nationwide, based in California
o Annual revenue: $60 million
e Handles 150,000+ customer records annually
« Runs email campaigns, uses Facebook ads, tracks website behavior via cookies
o Offers loyalty points for sign-up and repeat purchases

“We collect customer names, addresses, email, purchase history, and browsing

behavior. We also use third-party platforms for advertising and analytics.”
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WHY SHOPSMART MUST COMPLY
ShopSmart meets all three triggers under the CCPA:
1. Revenue over $25M
2. Collects PI from over 50,000 consumers

3. Shares data for advertising purposes

Thus, it must fully comply with CCPA and CPRA.

HOW SHOPSMART ACHIEVES CCPA COMPLIANCE

Area Action Taken

B Mapped all data types: names, emails, payment history, IP
addresses, ad clicks

Updated their online Privacy Policy to include categories of Pl

collected and sold/shared

Added a prominent “Do Not Sell or Share My Info” link in the

website footer

Privacy Notice

Opt-Out Button

Consuiss Enabled a web form and phone number for data access and
Requests deletion requests; automated with a CRM tool
(DSARs)
Vendor Reviewed agreements with Google Ads, Meta (Facebook), and
Mailchimp; designated them as service providers and updated
Contracts
contracts
e Provided quarterly privacy and data handling training for
customer service and marketing teams
Sensitive Pl Flagged and limited use of any sensitive data like customer
Controls location or payment tokens in advertising workflows
Security Implemented multi-factor authentication, endpoint protection,
Measures and TLS encryption across the site and admin dashboards

Updated terms to ensure clear consent for financial incentive

Loyalty Program
Ll 9 exchange (discounts for emails) per CPRA rules
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EXAMPLE CONSUMER INTERACTION

Scenario:
A customer visits ShopSmart’s website and sees this banner:

“We use cookies to personalize content and ads. [Learn More] [Do Not Sell or Share
My Info]”

Later, the customer requests to:

1. See all personal data ShopSmart holds
2. Opt-out of targeted ads
3. Delete their purchase history

*s ShopSmart’s automated system:
o Verifies the customer’s identity
e Sends a downloadable report with collected data
e Flags that consumer ID in their ad network as “opted out”

e Deletes the customer’s transaction data from non-essential databases (while
retaining it in accounting systems as legally required)

BUSINESS BENEFITS OF CCPA COMPLIANCE
e Increased trust and transparency with customers
e Reduced risk of fines or lawsuits
e Improved data governance practices
o Better alignment between marketing, IT, and legal teams

o Competitive advantage as a privacy-conscious brand
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LESSONS LEARNED FROM SHOPSMART
e You don’t need to be a massive tech company to fall under CCPA
e Transparency builds loyalty — not just compliance
« Automating responses to DSARs saves time and reduces risk

e Reviewing vendors and third parties is just as critical as reviewing internal
processes
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SECTION 9:
TEMPLATES & TOOLS

Essential CCPA Tools to Save Time and Stay Compliant

This section provides a simple toolkit of ready-to-use templates and starter

The CCPA requires businesses to operationalize privacy — not just talk about it.
tools you can adapt for your organization.

1. SAMPLE DATA SUBJECT ACCESS REQUEST (DSAR) FORM

© Purpose: Allows consumers to request access, deletion, correction, or opt-out.
B Where to Use: Website, help center, or email form.
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= Key Fields to Include:
e Full name

Email address (used in transaction)

Request type (Check all that apply):
o Access my data
o Delete my data
o Correct inaccurate information
o Opt-out of sale or sharing

Optional: Description box for details

Verification checkbox:

“I confirm | am the consumer or authorized agent submitting this request.”

Best Practice: Automate responses and set reminders to meet the 45-day
deadline.

2, PRIVACY POLICY BOILERPLATE (CCPA-COMPLIANT)

© Purpose: Ensure your website or app communicates clearly how data is collected
and used.

/. Must Include:
o Categories of personal information collected in the last 12 months
» Sources of data
e Business purpose for collection
o Categories of third parties with whom information is shared
e Consumer rights under CCPA
e Instructions for submitting a request
e "Do Not Sell or Share" link (if applicable)

¥ Update annually — and clearly date your last revision.
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3. DATA INVENTORY WORKSHEET (SPREADSHEET-BASED)

© Purpose: Identify what data you collect, process, and share — the foundation of
your privacy program.

Field Example

Data Type Name, Email, Purchase History

Source Web form, CRM, 3rd party ad network
Storage Location AWS S3, Salesforce, On-prem database
Purpose Order fulfillment, analytics, marketing
Retention 2 years

Shared With Google Ads (service provider), Stripe

Use tabs for categories like HR, marketing, sales, and customer support.

4. VENDOR CLASSIFICATION FLOWCHART

© Purpose: Clarify if a partner is a Service Provider, Contractor, or Third Party under
CCPA/CPRA.

¢ Ask:
e Does this vendor process Pl only on our instructions?
e Are they forbidden from selling or using the data for other purposes?
e Is there a contract in place with CCPA-compliant language?

If yes to all, likely a Service Provider. If not, treat as a Third Party and offer
consumers opt-out rights.
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5. CCPA COMPLIANCE QUICK CHECKLIST

=! A one-page snapshot for small teams:

Item Done?

Privacy Policy updated within 12 months [ ]
DSAR request form published []
Data inventory completed ]
Contracts reviewed with vendors (]
Security controls in place (MFA, encryption, backups) [ ]
Opt-out link or Global Privacy Control (GPC) honored []
Training completed for relevant staff [ ]
BONUS: FREE & AFFORDABLE PRIVACY TOOLS
Tool Purpose Cost
OneTrust DSAR automation, cookie banners, data maps  $$$
Osano Cookie management + opt-out interface $$
Termly CCPA & GDPR-compliant policy generator $
Formspree / Google Forms Basic DSAR intake form Free
Google Sheets / Excel Data inventory template Free

FINAL TIP

O “Tools don’t create compliance — processes do. But the right tools make
privacy manageable, even for small teams.”
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SECTION 10:
FINAL TAKEAWAYS

Compliance is the Beginning—Trust is the Goal

1. CCPA IS MORE THAN A LAW — IT’S A CULTURE SHIFT

The California Consumer Privacy Act (and its CPRA expansion) transformed privacy
from a legal checkbox to a business imperative. Organizations are no longer judged
solely on profits, but on how responsibly they handle personal data.

“Privacy is now a competitive advantage.”

Businesses that embrace transparency, respect consumer rights, and secure
customer data will earn trust, reduce risk, and stand out in the marketplace.
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2. CCPA COMPLIANCE CAN BE SIMPLE, IF YOU BREAK IT
DOWN

Here’s a simple 5-step formula to embed CCPA into your business operations:

Step Action

1. Discover Inventory personal and sensitive data — what, where, why
2. Disclose Update privacy policies and notices at collection

3. Deliver Respond to DSARs quickly and respectfully

4. Defend Implement strong cybersecurity controls

5. Document Maintain logs, contracts, training, and request history

You don’t need to solve everything at once. Start small, build consistently, and
automate where possible.

3. NON-COMPLIANCE IS RISKY (AND EXPENSIVE)
Ignoring or delaying CCPA compliance can cost you:

« Fines up to $7,500 per intentional violation

o Class-action lawsuits after data breaches

« Damage to customer trust and brand reputation

e Lost business opportunities (especially in B2B and partnerships)
On the flip side, compliance opens doors to:

e New markets (especially California and EU customers)

« Enterprise contracts that require privacy readiness

e Reduced legal and security risk
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4. PRIVACY BY DESIGN = LONG-TERM SUCCESS

Don’t wait for audits or complaints to act. Integrate privacy into every product,
process, and partnership.

Ask early:
e Are we collecting more data than we need?
« Do we know where that data is stored and who can access it?
e Can we respond to a deletion request in 30 days or less?

# These questions shift your mindset from compliance to privacy maturity.

5. CCPA IS THE START, NOT THE FINISH LINE

More privacy laws are coming:

« U.S. states like Colorado, Virginia, Connecticut, and Utah have already passed
their own laws

e A federal U.S. privacy law (like the American Data Privacy Protection Act —
ADPPA) is on the horizon

e Global laws like GDPR, LGPD (Brazil), and PIPEDA (Canada) demand
harmonization

« Mastering CCPA helps you prepare for all of them — it’s your foundation for future-
proof compliance.

CLOSING MESSAGE
“If you treat privacy as a burden, it will feel like one.
But if you treat it as a trust-building strategy, it becomes a differentiator.”

Compliance isn't just about avoiding fines — it's about building a company your
customers believe in.
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BONUS CHAPTER:
QUICK REFERENCE TOOLS
& RESOURCES

Everything You Need in One Place

summaries to help implement and teach CCPA compliance with speed and

This bonus chapter gives you downloadable-friendly content and at-a-glance
confidence.

A. GLOSSARY OF CCPA/CPRA TERMS

Term Definition

Pl (Personal Data that identifies, relates to, or can be reasonably
Information) linked to a person or household

SPI (Sensitive Personal  Includes social security number, financial info, race,
Information) geolocation, health data

Consumer A California resident

Business For-profit entity meeting thresholds for CCPA

Sale Sharing Pl for monetary or other valuable consideration
Sharing Disclosing PI for cross-context behavioral advertising

Entity processing data solely on behalf of a business
under contract

Data Subject Access Request — a formal request by a
consumer to access, delete, or correct their P
California Privacy Protection Agency — the body
enforcing the law

Service Provider
DSAR

CPPA
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B. CCPA VS CPRA CHEAT SHEET

Feature CCPA (Original) CPRA (Updated)

Enforcement CA Attorney General  CPPA (independent agency)

Rights Know, Delete, Opt-out + Correct, Limit SPI Use

Scope PI Pl + SPI

Sale Defined narrowly Expanded to include sharing
Assessments Not required Required for high-risk processing
Stora-ge Not addressed Introduced data minimization principle
duration

C. SAMPLE COMPLIANCE ROADMAP (90 DAYS)

Phase Timeframe  Action ltems

Discover Days 1-15 Conduct a data inventory; identify vendors
Disclose Days 15-30 Update privacy policy; draft notice at collection
Deliver Days 30-45 Implement DSAR intake process & log

Defend Days 45-60 Deploy basic security controls: MFA, encryption
Document Days 60-90 Update contracts; train staff; store records

D. TOP 5 TOOLS FOR CCPA COMPLIANCE

Tool Function

Osano Cookie consent + DSAR management

OneTrust Data mapping, vendor risk, automated DSAR
TrustArc Privacy governance platform for CCPA & GDPR
Google Forms + Sheets DIY DSAR form and inventory tracking

Termly Simple privacy policy and compliance notice generator

E. RECOMMENDED READING & REFERENCES
« B California Consumer Privacy Act (Text): leginfo.legislature.ca.gov
« B California Privacy Protection Agency: cppa.ca.gov
« B IAPP CCPA Resource Center: iapp.org

« [ NIST CSF & Privacy Frameworks: nist.gov/cyberframework
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F. 10-SECOND TEACHING SCRIPT FOR TEAMS

"CCPA is California’s law that gives people rights over their personal data. We're
required to post privacy policies, honor data requests, and protect personal info. It's
about transparency, trust, and doing the right thing with data."

Use this to train customer service reps, interns, or new hires in under a minute.

FINAL ENCOURAGEMENT

“Start with simple steps, document as you go, and keep privacy part of your growth—
not an obstacle to it.”
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